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BlackArch Linux $§E3 43 AL T LN EBRSY

515 - R, &4 UR—EFRTENER

R PiEmE - —TMRAER RFERUE A BlackArch FE T f#RY
FFxE5R - WA 5 BlackArch BIFF & IA R S{AT STk K55

THRigM - ARGIREFANNTBTENER (WIP)

1.2 {+4 2 BlackArch Linux ?

BlackArch 2 —MRHLEEEMRUARRE A RHITER Linux Z1ThR. E=2 ArchLinux f§—4
4%, FAPAETLLEE ArchLinux _EZ3Eg /N a—4h BlackArch 2844,

TEEMHEITER Arch Linux IEEFHF B P (Unofficial User Repositories), FrIA{RATIAZE—T
BB Arch Linux R4 LR, TLBEMZRENTAEGRIERERE.

CEBEMEHEET 2600 M TR, MEAKY . ATRIECENRE, MFENIEERMER
2 RIER L i M .

1.3 BlackArch Linux 8955

BB HATE


https://www.archlinux.org/
https://wiki.archlinux.org/index.php/Unofficial_User_Repositories
https://www.blackarch.org/tools.html
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1.4 ZHHMFS

BT

1.5 S5#%

fRATLEE L T JLAN & 128X & B BlackArch HIBA -
Wik : https://www.blackarch.org/

HE4E: team@blackarch.org

IRC: irc://irc.freenode.net/blackarch
Twitter: https://twitter.com/blackarchlinux
Github: https://github.com/Blackarch/

Discord: https://discord.com/invite/xMHt8dW


https://www.blackarch.org/
mailto:team@blackarch.org
irc://irc.freenode.net/blackarch
https://twitter.com/blackarchlinux
https://github.com/Blackarch/
https://discord.com/invite/xMHt8dW
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2.1 Zpd

BETRMILNN TS HIRIRIAIE & BlackArch € R INAIRIEE . BlackArch 374 F — i i
ZROLZEIEMRBRE.

BlackArch 3&ZA Arch Linux B AMZEAR, LLINiRIEE 7 H R EE (Unofficial User Reposito-
ries). NER{RAB{ER ISO, & Live ISO,

2.1.1 7£ ArchLinux k%23

A root WPRIEITHIA strap.sh, FERMEIR=, B TEHIGF:

curl -0 https://blackarch.org/strap.sh
shalsum strap.sh # should match: d062038042c5f141755ea39dbd615e6£f£f9e23121
sudo chmod +x strap.sh

sudo ./strap.sh

NERSRHGEIIRFAETRMGE:

sudo pacman -Syyu

21.2 RERHE
{RILFEFT AR 3% blackarch BERVRHT -

1. FIHFTAT A IA:

pacman -Sgg | grep blackarch | cut -d4d' ' -f2 | sort -u



https://www.blackarch.org/downloads.html#iso
https://blackarch.org/strap.sh
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2. REMAMIR:

pacman -S blackarch

3. FEOIEMERKTIR:

pacman -S blackarch-<category>

4. F|H blackarch BEFB 43!

pacman -Sg | grep blackarch

2.1.3 MNERBEZREZRHE

EA—MERIZEAX, RITULNREKEIDHE BlackArch BZ %8 . FTER PKGBUILD XX {4F
1£ github., EFENCE, FIA#EHH Blackman TA.

» B, REEZLRE Blackman, MNIRRELRBIENSBEELFT BlackArch BRGEEE,
ATLUBE TR <€ &3 Blackman :

pacman -S blackman

o {REAT L IRASZ 3 Blackman :

mkdir blackman

cd blackman
wget https://raw.github.com/BlackArch/blackarch/master/packages/blackman/PKGBYILD

# Make sure the PKGBUILD has not been maliciously tampered with.

makepkg -s

» EiEM AUR Z23E Blackman :

<whatever AUR helper you use> -S blackman

2.1.4 EfHaYy Blackman FHix

Blackman FESTEM, BASHI—L pacman ZXMIREREERAR. UTE—EEK
B R

« TH, mEARERHE:

sudo blackman -i package



https://github.com/BlackArch/blackarch/tree/master/packages
https://github.com/BlackArch/blackman
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T8, RWEAREENSENREE:

sudo blackman -g group

T#, HEHLEMBM BlackArch TH:

sudo blackman -a

5 tHFr BRI BlackArch SR {8533

blackman -1

FIHFEN B SR G:

blackman -p category

2.1.5 M live-ISO, netinstall-1SO = ArchLinux %23%

{RAETLLM live-ISO T netinstall-ISO 223 BlackArch Linux
#E https://www.blackarch.org/download.html#iso. M ISO BEIEHITTEIILNESE:

» Z23E blackarch-installer :

sudo pacman -S blackarch-installer

= RIRIETT:

sudo blackarch-install



https://www.blackarch.org/download.html#iso
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FAEIER

11

3.1 Arch H#ERFEFICE

PKGBUILD x4+ 2497, E&if makepkg(1l) M{A €l — %36, PKGBUILD 32 #F Bash
HIARE .

ERNELSER, TUASHANTRE:

= Arch Wiki: Creating Packages

Arch Wiki: makepkg

Arch Wiki: PKGBUILD

Arch Wiki: Arch Packaging Standards

3.2 Blackarch #J PKGBUILD #{3g

ATERER, 3189 PKGBUILD 4 AUR ;AEEEM, TEIIH T ARM—LHG. 81
MR E D ETF blackarch, 12 HFSHREBRRMEFSAAE.

3.2.1 41

ATIERRAREFENZE—RINRGE RGEHRIBR—EEH. AitHFEBHRNED
"pacman -S <group name>" EXIE—ZRFIEK .

10


https://wiki.archlinux.org/index.php/Creating_Packages
https://wiki.archlinux.org/index.php/Makepkg
https://wiki.archlinux.org/index.php/PKGBUILD
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3.2.1.1 blackarch

blackarch HRFrEREEVMBETHIERE, Xit B ENRHNREREREE.
FrERREa N Y ETFXN4E.

3.2.1.2 blackarch-anti-forensic

ATFRRENKEE, SENE, BESHERXERENIR. GENFEIANATERLR
GRIEHIER.

5030 luks, TrueCrypt, Timestomp, dd, ropeadope, secure-delete
3.2.1.3 blackarch-automation
ATIEmxTIERB RIS .

5130 blueranger, tiger, wiffy

3.2.1.4 blackarch-backdoor
FASRFTHAEHRRRITHRS ERETRIER .
f5130: backdoor-factory, rrs, weevely

3.2.1.5 blackarch-binary

HRAE— LAk B T HE I ST AR

5130 binwally, packerid

3.2.1.6 blackarch-bluetooth

P REIHRIEZF4nAE (802.15.1) B4 E.
{530 ubertooth, tbear, redfang

3.2.1.7 blackarch-code-audit

BERBEEIRHTRBE MR EE .
530 flawfinder, pscan

11
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3.2.1.8 blackarch-cracker

RFH@mmEEE, WeH HREe.

5130 hashcat, john, crunch

3.2.1.9 blackarch-crypto

i) 1R s PR OE | 304 e SN S

f5]30: ciphertest, xortool, shd

3.2.1.10 blackarch-database

RTFWE S ERBHE R EE.

f5130: metacoretex, blindsql

3.2.1.11 blackarch-debugger

RFHEAPENEEFERFEERITHRIE (BK).

5140 radare2, shellnoob

3.2.1.12 blackarch-decompiler

BT 1832 FF R B IRAD .

B3n: flasm, jd-gui

3.2.1.13 blackarch-defensive

RTRPRA A IEBRERESHFEEMARNE.

{530 : arpon, chkrootkit, sniffjoke

3.2.1.14 blackarch-disassembler

ZABLF blackarch-decompiler, FTEEB IS MHRENBFXANE, EXMEERRGEERHZ
LA AR HERD.

5130 inguma, radare2

12
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3.2.1.15 blackarch-dos

RT Dos ($E48/RST) WERHKHE.

f5la0: 42zip, nkiller2

3.2.1.16 blackarch-drone

BT, EHTEESTANPRGE.

f5130: meshdeck, skyjack

3.2.1.17 blackarch-exploitation

T A2 P E AR S5 RYR IR R 4 6 .

f5140: armitage, metasploit, zarp

3.2.1.18 blackarch-fingerprint
T A EYIRSUR AR F R AR .
f5130: dns-map, pOf, httprint
3.2.1.19 blackarch-firmware

T AEHRRNREE.

f5)30: None yet, amend asap.

3.2.1.20 blackarch-forensic

RTAEMERNFDFHRYENREE.

5030 aesfix, nfex, wyd

3.2.1.21 blackarch-fuzzer

RFHAT fuzz WX, BI @ BAREITRVMAH ERT LSRRGS

Fa0: msf, mdk3, wfuzz

13
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3.2.1.22 blackarch-hardware

BAFREEEEYIRE R EE.

B18n: arduino, smali

3.2.1.23 blackarch-honeypot

RAT#ERE g (FERRESZUNEHRS . W3IRENE) HHRHEE.

530 artillery, bluepot, wifi-honey

3.2.1.24 blackarch-keylogger

RTFEFNMRE LIERNREFRERNR S

f51%0: None yet, amend asap.

3.2.1.25 blackarch-malware
TRRGHENESRENREE.
f5)30: malwaredetect, peepdf, yara
3.2.1.26 blackarch-misc
AETFHEHMERMEREE (FIN).
5130 oh-my-zsh-git, winexe, stompy
3.2.1.27 blackarch-mobile

RTRIEBITFEHNRGE.

{513n: android-sdk-platform-tools, android-udev-rules

3.2.1.28 blackarch-networking

KT IP MR AL

f51%0: Anything pretty much

14
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3.2.1.29 blackarch-nfc

fE R nfc(GEIFRIE) HEEE .
Ftn: nfcutils

3.2.1.30 blackarch-packer

RF RS s A R RGP RI R 4B

MR F 2B TEERERAN M HITIRFIER.

530 : packerid

3.2.1.31 blackarch-proxy

RATHEERE, PRREEE ST AR EKMAREE.

5130 burpsuite, ratproxy, sslnuke

3.2.1.32 blackarch-recon

RFEFHHFENERRENRGE, RBAXSHEUNSHERNERES.

5130 canri, dnsrecon, netmask

3.2.1.33 blackarch-reversing

R4iEsR, RICHmIREMAIEHEE.

f5]30: capstone, radare2, zerowine

3.2.1.34 blackarch-scanner

RATFHREERRASmERREE.

5030 : scanssh, tiger, zmap

3.2.1.35 blackarch-sniffer

BXMERESITHIRGE.

f5130: hexinject, pytactle, xspy

15
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3.2.1.36 blackarch-social

ER R T MG

f5130: jigsaw, websploit

3.2.1.37 blackarch-spoof

RTHRRE, MiLZEEFSLAREENRGE.

5140 : arpoison, lans, netcommander

3.2.1.38 blackarch-threat-model

RAFEFESHEMENICRAMER R RGE.

5030 magictree

3.2.1.39 blackarch-tunnel

RT L EMLE EHITRE Rt

530 ctunnel, iodine, ptunnel

3.2.1.40 blackarch-unpacker

BT AT PRI BT 8BS 4.
5130 js-beautify

3.2.1.41 blackarch-voip

#R4E voip 2 FANMAR MY ARG E .

B18n: iaxflood, rtp-flood, teardown

3.2.1.42 blackarch-webapp
BRIEEBRR L AEFREREE.

f5130: metoscan, whatweb, zaproxy

16
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3.2.1.43 blackarch-windows

—LE£E B wine IE1THIE A windows 2

£l

f5130: 3proxy-win32, pwdump, winexe

3.2.1.44 blackarch-wireless

RTHRESFRAN T LM ERIE AL

530 : airpwn, mdk3, wiffy

3.3 BE%SH

BlackArch BJ £ git © F : https://github.com/BlackArch/blackarch. H&% € F
https://github.com/BlackArch.

X ct CEEF=AEENAZR:

» docs - 4.

» packages - PKGBUILD 3z{%.

= scripts - AR/ .
3.3.1 H&E
XEBEscripts/ BREMIARRN4E:

= baaur - A HF LEREEE| AUR,
babuild - g —/NRGE

= bachroot - EIE—HTFMEXAY chroot FREE.

= baclean - JEIBH{4E H R EHIIH pkg.tar.xz 35
» baconflict - AAIGE KR EIAscripts/conflicts,
= bad-files - &k B WAV E P HRIFRI S

= balock - HIEERERER 4 EEEH.

= banotify - [a] IRC i@ 51X AIERHE .

17
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barelease - XM HFBEEKHGEEE.
baright - 3TE[] BlackArch FIRRAUE & .
basign - 8B EZ.

basign-key - 45$ARLZ & .

blackman - {2 pacman, {EEEM git #98 (A= nrz By Blackman jBi&).

check-groups - 12 & 4.

checkpkgs - I ERHEREHHIX.

conflicts - &R,

dbmod - R —MRHFEEHRE-

depth-list - BIEEHRIKHIX RIREHFRIFIZR.

deptree - GIERIRIIK AP, (XTI blackarch iR HERIEL.
get-blackarch-deps - BB E4kHEY blackarch G513
get-official - IRENE 7 RHAVRHE.

list-loose-packages - F|H A B FHAB KB H MBS
list-needed - |t 3£ SR B4R FHIG -

list-removed - SR M B EEERTE git EEPRIRHEE.
outdated - XI5 git EESLIRIIE.

pkgmod - E—MEEE.

pkgrel - ZE—ANERGEHIR N pkerel.

prep - #{L PKGBUILD X HHEHRIR-

sitesync - ARV EE CEMZERNRGECEREITRL .

source-backup - &R ERIG LIRS

18
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3.4 TIERKEE

TN BANAT[E] BlackArch Linux BB RERRAS, HAVEZEMKIEIEFFIEK (pull requests),
MU E RIS BIR R — 1R .

MREEFE, BNSERED, BEHEFRNBER.

WM AR =E, BRSEAEHRE -

3.4.1 SHEMHE

I T IE TERIHE -

Arch Packaging Standards

Creating Packages

PKGBUILD

Makepkg

342 BXGHHNEE
A TIRZIREIERLE] BlackArch Linux IE , {EEETEILYS:

1. Fork € FF https://github.com/BlackArch/blackarch
2. {EBULERSE, (BN, PKGBUILD, .patch L&),
3. 123 (commit) fREVIERL .
4. X (push) fREVIERL

e

5. EREMNEHMFHEN, RF2EBITEHIEK (pull requests).

3.4.3 Rfl

TEHTEIRTUME BlackArch IBRZ—1#E. HAMER yaourt (FREFTLUEER pacaur)
A nfsshell ) AUR ZREX—1NE £77 7R PKGBUILD 30, FRIBERMNEENRIFEE.

19


https://wiki.archlinux.org/index.php/Arch_Packaging_Standards)
https://wiki.archlinux.org/index.php/Creating_Packages
https://wiki.archlinux.org/index.php/PKGBUILD
https://wiki.archlinux.org/index.php/Makepkg
https://github.com/BlackArch/blackarch
https://wiki.archlinux.org/index.php/yaourt
https://aur.archlinux.org/
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3.43.1 3xHx PKGBUILD

{% F yaourt 8§ pacaur 3kBl PKGBUILD 3z44%:

user@blackarchlinux $ yaourt -G nfsshell
==> Download nfsshell sources

x LICENSE

x PKGBUILD

X gcc.patch

user@blackarchlinux $ cd nfsshell/

3.43.2 R 1t PKGBUILD

B PKGBUILD L FARFEMATRT[E):

user@blackarchlinux nfsshell $ ./blackarch/scripts/prep PKGBUILD
cleaning 'PKGBUILD'...

expanding tabs...

removing vim modeline...

removing id comment...

removing contributor and maintainer comments...

squeezing extra blank lines...

removing '|| return'...

removing leading blank line...

removing $pkgname. ..

removing trailing whitespace...

3.4.3.3 if% PKGBUILD

VA% PKGBUILD 3 {%:

user@blackarchlinux nfsshell $ vi PKGBUILD

3.434 HE-IRE8

MR AL

Making package: nfsshell 19980519-1 (Mon Dec 2 17:23:51 CET 2013)

Il
Il
vV V V V

Checking runtime dependencies...

Checking buildtime dependencies...

=> Retrieving sources...
-> Downloading nfsshell.tar.gz...
% Total % Received 7 Xferd Average Speed Time Time Time

CurrentDload Upload Total Spent Left Speed100 29213 100 29213 0

20
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0 48150 0 --:-——-:t-——- -—:--:-- --:--:-- 48206
-> Found gcc.patch
-> Found LICENSE

<lots of build process and compiler output here>

==> Leaving fakeroot environment.

==> Finished making: nfsshell 19980519-1 (Mon Dec 2 17:23:53 CET 2013)

3.43.5 ZEHWARHE

RRF ML

user@blackarchlinux nfsshell $ pacman -U nfsshell-19980519-1-x86_64.pkg.tar.xz
user@blackarchlinux nfsshell $ nfsshell # test it

3.4.3.6 i, REXHEERESR

AN, R R

user@blackarchlinux ~/blackarchlinux/packages $ mv ~/nfsshell

user@blackarchlinux ~/blackarchlinux/packages $ git commit -am nfsshell && git push

3.43.7 GIB—N&HiEXK (pull requests)

Tt github.com EgIE—EFHIEXK (pull requests).

firefox https://github.com/<contributor>/blackarchlinux

3.43.8 HRMNEBRXMTECE

WRIRALER (pul) R BC fork EEEMEE, —IMRANBEERICECEENZRECRE:

user@blackarchlinux ~/blackarchlinux $ git remote -v

origin <the url of your fork> (fetch)

origin <the url of your fork> (push)

user@blackarchlinux ~/blackarchlinux $ git remote add upstream https://github.com/Y
user@blackarchlinux ~/blackarchlinux $ git remote -v

origin <the url of your fork> (fetch)

origin <the url of your fork> (push)

upstream https://github.com/blackarch/blackarch (fetch)

upstream https://github.com/blackarch/blackarch (push)

21
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BIMBAT, git BEBREZXZNTECE origin, BERRIRA cit EEH, WRREFRIBUR,
BMARER, BMRIRLEREIHR, A REE L.

MRIRBIRZAE S, WIFIRESER git@github.com:blackarch/blackarch.git, XBURFR.

344 ER

1. ANEFH I Maintainer = Contributor ;5% PKGBUILD &, FindEirEfmmtZm 2
= 7| BlackArch ¥58589 AUTHORS =15,

2. ATHREF—EM, BBECEPHEM PKGBUILD THRIE ARG E AN =18 4512 -

3.45 —fRIER

namcap AT AR ERHFEHIHEIR -

22


http://wiki.archlinux.org/index.php/Namcap

w7 4

I Rigm

BB HATE

4.1 B

BB HATE
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A.1 FAQ’s

A.2 AUTORES
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= fnord0 (fnord0@riseup.net)

= nrz (nrz@nullsecurity.net)

= Ellis Kenyo (elken.tdos@gmail.com)

= CaledoniaProject (the.warl0Ock.1989@gmail.com)

= sudokode (sudokode@gmail.com)

= Valentin Churavy (v.churavy@gmail.com)

= Boy Sandy Gladies Arriezona (reno.esper@gmail.com)
= Mathias Nyman

= Johannes Léthberg (demizide@gmail.com)

= Thiago da Silva Teixeira (teixeira.zeus@gmail.com)
Las siguientes personas han colaborado directamente en ArchPwn, y se han unido a BlackArch:

= Francesco Piccinno (stack.box@gmail.com)
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= Abakus (java5Qarcor.de)
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